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There are two types of NetFlow collectors in Observer. In most cases, it will likely be the NetFlow Trending

collector being configured. The Trending Collector supports up to 512 NetFlow devices, whereas the NetFlow
Collector only supports one NetFlow Device. That means you must add and configure a NetFlow Collector for

each NetFlow device in your environment.

The purpose of this document is to outline the required steps to configure Network Instruments Advanced
Expert Probe to run as a NetFlow Collector.

Configure Network Instruments Advanced Expert Probe as a NetFlow Collector

If you are not already connected to a NetFlow Trending collector, redirect on to your local Observer by
choosing Actions -> Redirect Probe

After the probe is connected, select the NetFlow collector and right-click. Choose Administer Selected
Probe. Log in to the probe

£ @ Advanced Probes

@ Local Observer

: LB Instancel (Ethemet)

E| @ Rainer’'s Advanced Expert Probe (192.168.10.79)

‘..{By Instance 1 (Et- o
Probe or Device Properties...

Administer Selected Probe... 1——

Redirect Selected Probe Instance(s)...

Add RMON Probe...
Add SNMP Device..,
Delete Probe or SNMP Device

Triggers and Alarms On/Off
Trigger and Alarms Settings...
Reset Triggers and Alarms

List Display Properties...

Click the New Instance button

Probe Administration: Rainer's Advanced Expert Probe (192.168.10.79) — | = .l

‘ Mew Instance [Ei Configure Memory nﬁ_ Hename Delete

D | Probe Instance Name Instance Type Packet Capture Buffer Fmﬁsﬁcs Queue. .| Statistics Configuration Description

| 1 Instance 1 \ Probe 16 MB 16MB  Medium (default)
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This Technical Tip or TechNote is provided as information only. I cannot make any guarantee, either explicit or iy
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Choose NetFlow Trending collector - Type a name and a description for the collector, and click Next

Edit Probe Instance
Select instance ID, edit name and description.
Probe instance ID:
Instance Type:
(@) Probe

©) NetFlow callectar (single flow)
) sFlow collectar

() MPLS Probe

@ NetFlow Trending collector (multiple flows)  sf———— 1

Probe instance name:

Netfiow Trending ‘— 2

Description:

¢ Back Wext> | [ Cancd | [ hep |

e o et —

Choose a statistics memory configuration. For most users, the default should be sufficient,

bEdi‘t Probe Instance

Configure Observer/Probe Instance Memory
Select the memory allocation and configuration for
Observer Statistics, Edit the size of Packet Capture Buffer.

Probe instance name: | Metflow Trending

Packet capture and GigaStor buffer (MB): 0MB s
Statistics queue buffer (MB): 16 MB B
Free Chserver reserved memory: EE i

Note: Parallel processing in Observer requires that you allocate suffident amount of memary
for the statistics queue and packet capture buffers.

[If a Probe instance function is to collect statistics, trending or analysis, most of the memory
should be allocated to statistics queue buffer. If a Probe instance is collecting data for Packet
[Capture or GigaStor, most of the memory should be allocated to packet capture buffer. You
may need to reserve 1GB or more for either or both of the buffers on a heavily loaded
network.

Statistics memory configuration:
[E5 Medium (default) =

View...

[ sBack [ wext> | [ cancel | [ Hep |

Choose a network adapter to use to monitor the NetFlow device.
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o e e e ——
.

Select Network Adapter and Redirection E

Select a network adapter from the list. You may redirect
collected Probe instance statistics to a remote Observer,

Probe instance name: Netfiow Trending

Data Source(s):

Note: Please define Data Source(s) in Network Trending - Settings.

Selected network adapter for incoming Flow data:

Management [Intel(R) PRO/100 VE Network Connection
Monitor [Intel 8255x-based PCI Ethernet Adapter (10/100)]

Auto-Select Adapter...

(@) Connect remote Probe instance to this Observer (192.168.10.231)

Probe Instance Redirection:

() Disconnect

(7 Redirect to a spedified IP address or DNS name |EU‘U‘ i
" {DNS name will be resolved to IP address):

(") Redirect to Probe's own Observer (if redirecting an Instance from another Observer)

I < Back H Finish I[ Cancel ][ Help ]u

Click Finish

Step 4 - Configure Network Trending Settings

page 3 of 9

Ensure your NetFlow Trending collector is selected in the list of probes and choose Trending/Analysis ->

Network Trending.

File View Capture Statistics Trending/Analysis Tools Actions Options Window Help

= P i oY
@ ™ | ‘ al Tk ey =i =) E:—/ =" @@ @ Iii 1 ‘g
=-- @ Advanced Probes
E| @ Local Observer
@{ Instance 1 (Ethernet)
& @ Rainer’s Advanced Expert Probe (192.168.10.79)
& Instancel (Ethernet)
@)y Netflow Trending (NetFlow Trending / Ethernet)

File Miew Capture Statistics T!endinngnalysis] Tools  Actions Options  Window Help

@ -u‘ al E’?J i
= @ Advanced Probes

5. @ Local Observer
@ msances e ] [
2 @ Rainer's Advanced
£)  Instancel (Etk @ Start Metwork Trending Viewer

@ Netflow Tren @ Start Web Browser Report

Application Transaction Analy

Remote Probe Expert Analysis and Decode

@ Load and Analyze Observer Capture Buffer...

@ Lead and Analyze Observer Capture Buffer (Skip Duplicates)...
% MultiHop Analysis

% End to End Server Analysis

The Network Trending window opens.
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C=ENEE]

M Metwork Trending - Metflow Trending / Rainer's Advanced Expert Probe
Ostat Ostop B Settings  * Anaysis

Pki}s *10 / Byte}f: b
1] 0

0

Filter- Not using filters  Schedule: No scheduling CPU [per core %)- 0.00  Fifo [%): 0.00

il il e RlErelii =
Data Source g
IF Pai (Porl] - I Sourcs [D I Collect Data by | BIElD e e

Click the Settings button

o e s
Duata Souroes:

Gieenl :
Source IPAddess+ | TapstiPAddess | Souceld | UDPPot | ColectDaaby | Descripion

f
MetFlow Trending Data Source =
Flow Agent:
Souroe [P sddress: P 7 S A 7 |
‘ - | Source 1D: 0
_'_.- I_ Agd.,. I Edit... ][ Delete ] Destiation [P addness: 2 SR M
Sattngs: Destination port: 9555
Siabstcs colecton mterval | WOmnutes v Defonpion:
Colact Datas by:
& [nterface Index
—— _; Auteremous System
f |
1 [oc ][ coma ]

Click on Add

Enter your Router IP Address as Source. I don't use a Source ID.

Enter the IP Address of your Collector

Because Reporter Analyzer is sending data on port 9995, I had to change the default 9996 to 9995.

Click on OK
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Network Trending Settings

General | Schedule | Data Transfer |
Data Sources:
General
Source [P Address « ‘ Target IP Address Source ID UDP Part Collect Data by Description
192.168.10.254 192.168.10.79 i 9335 Interface Index
< o b
[ Add. ][ Edt.. ][ peee |
Collection Settings:
Statistics collection interval; +—
[ ok ][ canca ][ hep

Change the Collection interval to 1 minute. Click on OK to close the Network Trending Settings window

—

M Netwerk Trending - Netflow Trending / Rainer's Advanced Expert Probe
Cstat Ostop E Seltings  * Analysis ¥ Tools

0 0

15

Current time: 17:24:18 ter: Not using filters  Schedule: No scheduling CPU [per core %): 0.00 Fifo [%): 0.00

Start time: 17:24:00 End time: 17:25:00 Interval [min]: 1
Data Source

P Pai [Part] - [ SoweelD | ColectDataby | Siete Count ||| ke P ibockele Al

192.168.10.254->192.168.10.79 [9935) Interface Index 30z 3 Interfaces 62 2677 1.92e6

Click on Start to begin monitoring the NetFlow Device

After you have collected some data, click the Analysis button. The View Network Trending data dialog opens.
Choose "Transfer and view current day statistics” and click OK. This opens the Network Trending Viewer in a
new tab.

(@) Transfer and view current trending file data

(7 View Probe data listing

() Start Network Trending viewer

[ox | [ cancel |

In the Network Trending Viewer you can see for your NetFlow Devices:

Switch 37711 Net®oS.
. XYLAN CERTIFIED SWITCH EXPERT

conearnser OO0 CompTIA. Blue@Coat ENETWORK'

Security+™ Certified WAN ACCELERATION PROFESSIONAL |ﬂsmlﬂim

Certified

N
ENGINEERSM
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e Station Activity Time
e Top Talkers
¢ Packet Size Distribution
e Bandwidth Size Utilization

ﬂ Network Trending Viewer - Rainer's Advanced Expert Probe\Instance021192.168.10.254->192.168.10.79,Port 9995\IP\2012-01-30

E Settings ¥ View ¥V Took [ Refresh Report
5# Local Observer Show data for all time intervals on Jan 30 2012
£5# Rainer's Advanced Expert Probe Select statistic type:

=t Netflow Trending €

R AR G \ovions: 1695 Packets: 207292 Dtes: 128¢6

oo Interface Packets Time Span -
gdar e Talking to [by IF] Hl Packets132 | Packels1<2 | EBes192 | Bules1< 2 R ST T 0 O - -
- 2012 January 2% p578e2a78.dip.tdialinnet | 67036 (MMM | 3056 (NN 29150 NN |27oes MMM |255ec M 5145 M [T
B e p] 130.119.250.4 56695 NN (17.7ec W (24617 MM (31875 NN |5.45e6 12.2¢6 (R (1]
¥ VLAN
26 192.168.10.5 29157 Il 310e6 Il 16116 13041 £.23c6 287¢6 Il ™
26 cuperting. bemsel home 14391 1 321e6 Il el | s210 Wl 8336 M 829104 il
23 192,221 126.254 10371 1 3175 M |3485 | | 563248 365e6 |
% reddel bemsel home 3558 1 5005 | 4934 1 4664 1 416e5 1 838696
% SNUSERFC 8938 1 65505 | 5263 1 75 | 60125 1 547649 ]
23 i superchat.at 4610 573762 2404 2206 | 160352 393410 n
0 cupettinbemselhome | 3782 296269 0 a2 | [ 296269 -
23 1721946102 455 3,376 | 1229 22% | 51220 232 1 !
23 csco-2802-dsl.bemsel home | 3148 2.71e6 1422 1724 367930 18466 | -
23 1a2.bemsel home 2894 21066 2894 | 0 21026 i T
23 mail spamarrest.com 2450 22108 844 1605 34610 2178 1 il
23 =13.5an plawo.com 2238 57954 1120 118 49120 48834
[ BEMRAQT W7 2001 144362 0 2001 i 144362
23 w1 0-01-prn facebick....| 1944 1.45e5 &6 1128 209456 1,256 | |
3 ul ks.c... 1980 14825 764 116 151718 1,326 | |
23 194.25.94179 1944 12566 895 58 175998 1.0728 1
23 95.142.105.592 1EE7 1 44efi EA3 1034 31550 1.41e6 | k
23 2139579.75 1664 737ERR B398 766 148854 GR8A04 [ 1]
23 . spin. de 1432 730884 738 754 120964 603920 1
23 59212224124 deploy aka. | 1425 1.2505 562 864 76696 11855 | |
cds13lond msecrunet 1370 1.34e5 476 84 36262 1,305 | |
87.252216.125 1362 1.87e5 12 1350 2272 187 | ]
cds234kndmscnnet 1358 1.29¢5 474 Be4 7468 1,266 | | -
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Configure Network Single NetFlow Collector for live statistics

Live statistics are details about the flow that appear in Observer in as few as five seconds. The kind of
NetFlow collector provides the same trending data as above, but it also includes NetFlow statistical data.

However, you must configured one NetFlow collector for each NetFlow device you wish to monitor.

If you are not already connected to a NetFlow Trending collector, redirect on to your local Observer by
choosing Actions -> Redirect Probe

After the probe is connected, select the NetFlow collector and right-click. Choose Administer Selected
Probe. Log in to the probe

Click the New Instance button

Probe Administration: Rainer's Advanced Expert Probe (192.168.10.79) — . 2 J

" Mew Instance [Ei Configure Memory nﬁ_ Rename Delete

D | Probe Instance Name Instance Type Packet Capture Buffer Fiatistics Queue. .. Statistics Configuration Description

1 Instance 1 \ Probe 16 MB 16 MB  Medium (default)

Choose NetFlow collector (single flow) and give it a name.

Edit Probe Inst C
it Probe Instance
Edit Probe Instance
Selectinstance ID, edit name and description.

Probe instance ID:

Instance Type:

() Probe

@ NetFlow collector {single flow) ‘— 1
() sFlow collector

() MPLS Probe

() NetFlow Trending collector (multiple flows)

i
i Probe instance name:
NetFlow Live Sizﬁsﬁcs| ‘— 2
Description:
-
< Back Mext > ] [ Cancel ] [ Help
Click on Next
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How to configure an Advanced Expert Probe as NetFlow Collector

Edit Probe Instance |2
_a—
Configure Observer/Probe Instance Memory
Select the memory allocation and configuration for

Observer Statistics, Edit the size of Packet Capture Buffer.

Probe instance name: [NetFiow Live Statistics

Packet capture and GigaStor buffer (ME): 0 MB
Statistics queue buffer (MB): 16 MB =

Free Observer reserved memory: 952 MB

—— e - —

Note: Parallel processing in Observer requires that you allocate sufficent amount of memory
for the statistics queue and packet capture buffers

If a Probe instance function is to collect statistics, trending or analysis, most of the memory
should be allocated to statistics queue buffer. If a Probe instance is collecting data for Packet
Capture or GigaStor, most of the memory should be allocated to packet capture buffer. You
may need to reserve 1GB or more for either or both of the buffers on a heavily loaded
network,

Statistics memary configuration:
[Eg Medium (default) =

View...

[ < Back ][ Mext = ][ Cancel ] [ Help

)

Choose a statistics memory configuration. For most

Edit Probe Instance =
—
Select Network Adapter and Redirection
Select a network adapter from the list. You may redirect

collected Probe instance statistics to a remote Chserver,

Probe instance name: NetFlow Live Statistics

Data Source (DMS names will be resclved to IP addresses):

| e = 10 1081009 SNMP Setfings...

i [ Source ID: 0 Collect Data by:

W X

I Flow destination TP address o 220 7g @ Interface Index

! O name: () Autonomous System
Flow destination port: 9995

Selected network adapter for incoming Flow data:

Management [Int=I{R) PRO/ 100 VE Network Connection |
Monitor [Intel 8255x-based PCI Ethernet Adapter (10/100]

Auto-Select Adapter. ..
Probe Instance Redirection:

@ Connect remote Probe instance to this Observer (192,168.10,231)
() Disconnect

(— Redirect to a spedified IP address or DNS name 0.0.0.1
= (DNS name will be resalved to IP address): !

") Redirect to Probe's own Observer {if redirecting an Instance from another Observer)

[ < Back ][ Finish ][ Cancel ] [ Help ]

page 8 of 9

users, the default should be sufficient. Click on Next

IN the Data Source section, type the IP Address of the NetFlow device you want to monitor. Choose a UDP
ports. The default is 9996. If necessary, set the Source ID. The Source ID guarantee uniqueness for all
flows exported from a particular device. The format of this field is vendor specific. Collector devices should
us the combination of the source IP address plus the Source ID field to associate an incoming NetFlow
export packet with a unique collector of NetFlow on a particular device.
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Click the SNMP Settings button to tell Observer how SNMP is configured on your devices.

SNMP Settings acem | =

Configure SNMP settings for NetFlow Agent device %

SNMP settings will be used to get information
about MetFlow device ports in the Discovery Mode window.

IP address:

Timeout:

Retries:

SMMP version:

Security user name: J |
[V] Auto-discover Context Engine ID

Context engine ID: I _|HEX

Comnunity string: public
SNMPv 3 Security
[] Apply USM key localization to passwords
Authentication protocal: poAuiﬁ {none)
Authentication password (key):
Privacy protocol: noPriv (none) v |
Privacy password (key):

Authentication time window (seconds): | 150

Lok | [ concd | [ reb |

SNMPv1, v2 & v3 are supported. Click on OK to return to previous window. Finally, choose the network
adapter to use to monitor the NetFlow device and click finish. It's now OK to close the Probe Administration
window.

O Internet Observer - MetFlow Live Statistics / Rainer's Advanced Expert Probe EI@

Ostat Ostop  # Clear E Seltings ¥ View

Internet Patrol IP Pairs [Matrix] IP Subprotocols

Started: Tue Jan 31 15:48:00 Station Pairs: 1216  Filter: Not using Filters
Butes Tatal

Internet Patrol: Bytes Total

26 =-> pS7EE27SD.dip t-dialin.net (25.5e6)
B 22 <= fodsil6 frflimee.net (24.4e6)
26 <-= CUPERTING (22.486)
M 23 =-> 194.25,94.200 (9.05e6)
22 <> pic.autoscout24.net (5.80e6)
W 23 <-= fodsos. fflnw.net (S.86e6)
J23 =-» 130.119.250.4 (5.40e6)
26 <= 102.168.10.5 (2.70e6)
23 <-> cdn-87-248-217-254 frf lInw.net (2.2686)
M 23 =-> www.autoscout24.de (1.48e6)

30.0mM

25.0M

20.0M

15.0M

10,00

5.00m
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